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Introduction



Popularity

1. Facebook

a. 200 million active users worldwide 

b. 100 million of these users logging onto the site 

daily

c. In any one given day, Facebook users worldwide 

spend over 5 BILLION minutes on the site.

d. Especially popular amongst college-aged and high-

school-aged populations (i.e. likely applicants).



Popularity

2. Other popular websites

a. MySpace 

- began 2009, as the most popular social networking site 
in U.S. 

b. YouTube 

- Ranks 3rd in traffic worldwide (behind only Google and 
Yahoo) 

c. Twitter 

- Quickly gaining popularity amongst media as well as 
users, as it has more than doubled its traffic statistics in 
last 3 months. 



Response from Business World

1. Adapted to find innovative techniques to 

utilize the popularity of social network 

websites. 

a. Many are using it in marketing

b. Even human resources is utilizing the popularity of 

the sites.

- Checking applicants’ profiles

- Checking employee posting



Response From Business World

2. One Example from NY Times Article

a. Chicago Executive found seemingly qualified candidate 

from the University of Illinois to fill an intern position. 

b. Executive decided to check the candidate’s Facebook 

profile 

c. The executive found the candidate’s profile has this 

description of his interests: “smokin’ blunts, shooting 

people and obsessive sex.” 

d. Regardless of whether these interests are true, what does it 

say about the candidate’s judgment that he posted such 

information on a public website for everyone to see? 



Roadmap

1. Brief history and introduction of social 
networking sites

2. Specific legal issues that arise from:

a. Employers checking the profiles of applicants 

b. Employers checking their employees’ profiles to 
monitor employees’ at-work and away-from-work 
activities.

3. Non-legal issues that employers ought to 
consider before using social networking sites.



History and Introduction to 

Social Networking Sites



Defining Social Networking Sites

1. Web-based services that allow individuals to 

(1) construct a public or semi-public profile 

within a bounded system, (2) articulate a list of 

other users with whom they share a 

connection, and (3) view and traverse their list 

of connections and those made by others 

within the system.

2. Abbreviated SNSs. 



Early Sites

1. Many websites had some but not all three 

features of SNSs:

a. Many dating sites had user profiles that could be 

viewed by others, but contained none of the other 

SNS features.

b. Many websites like AOL had buddy lists that 

allowed you to list other users whom you shared a 

connection, but this list could not be used by other 

users. 



Early Sites

1. First true SNS, called SixDegrees, was 

launched in 1997, but the site failed to have 

any measurable success and by 2000 the 

service closed. 

2. Other SNSs developed in the late-1990s and 

early part of this decade and they had limited 

success but nothing widely sustainable. 



Friendster

1. Launched in 2002 as a dating site designed to help 
friends of friends meet as opposed to matching total 
strangers. 

2. Developed into much more than a dating site as its 
popularity soared through word of mouth to 300,000 
members. 

3. Unfortunately, the site had problems with the 
exponential growth and the site’s popularity began to 
dwindle in the United States. 

4. Nonetheless, the site’s initial success cleared the path 
for a plethora of other successful SNSs including 
MySpace, Facebook, and eventually Twitter. 



MySpace

1. Beginnings 

a. Launched in 2003 as a competitor to Friendster. 

b. This site had initial success by gaining membership 

from defunct Friendster users who were upset with 

Friendster’s various problems. 

c. Also became popular among bands as a way to 

keep their fan-bases up-to-date. 



MySpace

2. Soaring popularity 

a. News of the site spread largely 

through word of mouth –

particularly amongst teenagers. 

b. MySpace adapted its user policy 

to allow minors onto the site; 

thus further facilitating the 

growth. 

c. By 2005, MySpace was a hugely 

successful business, so much so 

that News Corp. bought it out 

for $580 million in July 2005. 

Rupert Murdoch and his family own almost 

30% of  News Corp



MySpace

3. Popular Features 

a. Free to users. 

b. Does not restrict adding HTML into the forms 

that organize profiles; thus allowing more 

customizable profiles than its competitors. 

c. Allows adding pictures, video, and music to 

profiles. 

d. Common SNS features such as friends list and the 

ability to browse other people’s friends lists. 





Facebook

1. Beginnings 

a. Started by Mark Zuckerberg 
while a student at Harvard as 
“The Facebook” in February 
2004.

b. Originally, it was designed as a 
SNS for Harvard students – as 
one had to have a Harvard 
email address to join. 

c. Within a month, half of 
Harvard’s undergraduate 
population had become a 
member. 

Screenshot of  thefacebook on 

2/12/2004



Facebook

2. Expansion 
a. In March 2004, Facebook networks began to develop in 

other Boston universities. This expansion continued and by 
the end of 2004, Facebook networks existed for almost all 
universities in the US. 

b. In September 2005, Facebook allowed the formation of 
high school networks. 

c. In September 2006, Facebook allowed anyone older than 
13 to join. 

d. By the end of 2006, there were 12 million members. The 
exponential growth has since continued as there are now 
over 200 million members a mere three years later. 



Facebook

3. Popular Features 

a. The Wall – allows 

friends to post on each 

other’s profiles in order 

to relay various 

messages.

b. Photos – allows users 

to easily share photos 

and albums with friends 

and family.



Facebook

3. Popular Features

c. Status – allows users to 

inform friends what the are 

currently doing

d. News Feed – lets users learn 

what their friends are doing 

particularly as it pertains to 

Facebook.

e. Applications – allows users 

to create additional features 

to share with others… such 

as quizzes and games.



Other SNSs

1. YouTube – launched in 2005 allows for users 

to share videos. 

2. Twitter – launched in 2006 to the public, it 

allows a user to send a Short Message Service 

Message (SMS) to groups of people in order to 

update others on the user’s status. 

3. Many other SNSs continue to be launched. 



SNSs Raise Legal Issues

1. Who owns the content posted on SNSs?

2. What are the privacy implications of SNSs?

3. Are posts protected speech?

4. What can employers do to track posts of 

employees?



Specific Legal Issues

SNSs and Applicants



Typical Claims by Applicants 

1. Unlikely to Succeed 

- Invasion of Privacy

2. Still Unlikely but More Likely to Succeed

a. Discrimination

b. Fair Credit Reporting Act

c. Violation of Terms of Service



Invasion of Privacy

1. Misconception

a. The most common complaint asserted by applicants as they 
feel prospective employers should not be looking at their 
SNS profiles.

b. However, of all the types of claims an applicant could 
alleged in court, this claim is the most likely to fail.

c. Confusion concerning what is and what is not private. For 
instance, many Facebook users may believe there profiles 
may only be viewed by their friends and thus feel the 
profiles are private.  But profiles are actually set to the 
default setting of public and are available to anyone in their 
network.



Invasion of Privacy

2. Two Key Elements of an Invasion of Privacy 

Claim

a. Subjective Element

- An actual expectation of privacy

b. Objective Element

- Society is prepared to recognize that expectation of 

privacy as reasonable.



Invasion of Privacy

3. Reasonable Expectation of Privacy

a. Generally, if information is posted on the internet, courts 

have found that information to be in the public domain.

b. Courts are also likely to be persuaded by the fact that the 

applicants themselves posted the information on the SNSs, 

suggesting that the applicants wished to disseminate the 

information to the public.

c. As such, it is not likely a court will recognize a reasonable 

expectation of privacy on SNSs. 

d. If there is no reasonable expectation of privacy, an invasion 

of privacy claim will fail.



Discrimination

1. Too Much Information

a. Generally, potential employers have the desire to 

learn as much about an applicant as possible… 

thinking, “the more I know the better.”

b. However, sometimes it is better to know less.

c. This is especially true concerning discrimination 

claims 



Discrimination

2. Hypothetical Example

a. Set-Up

i. Company has 10 people submit applications by mail.

ii. Of these 10 people: 6 are white, 2 are African 

American, 1 is Hispanic, and 1 is of Asian decent. The 

company, however, is initially unaware of this racial 

breakdown.

iii. The company then selects 3 applicants to interview and 

by chance, all 3 happen to be white.



Discrimination

2. Hypothetical Example

b. If the company had not looked at SNS profiles 
before selecting the interviewees and therefore had 
no knowledge of the company’s all white selection, 
a discrimination claim would be hard to prove.

c. If the company had instead looked at SNS 
profiles, which contained pictures of the 
applicants, it is harder to prove no knowledge and 
thus harder to defend against a discrimination 
claim.



Discrimination

3. Governing Law

a. American with Disabilities Act (ADA) and Title 
VII make it illegal for a company to discriminate in 
its employment decisions based on an applicant’s 
disabilities, race, color, religion, gender, or national 
origin.

b. However, a prospective employer’s mere 
knowledge of an applicant’s disabilities, race, color, 
religion, gender, or national origin is not by itself 
illegal.



Discrimination

4. Back to the Hypo

a. As long as race is not a motivating factor in the 

decision, the company should not be liable for 

damages under the legal standard, even if the 

company did look at the SNS profiles before 

making the all-white selection.

b. Therefore, a real-life applicant making a similar 

discrimination argument is unlikely to have 

success.



Discrimination

5. Should and Unlikely

a. Problem with Court System

i. Courts do not make scientific decisions

ii. When evidence exists that decision-makers knew the 

race of each of the applicants, it can be hard for the 

court to determine whether or not race was a 

motivating factor.

b. Even if in the end a company is able to eventually 

prove race was not a motivating factor, the cost of 

the company’s defense could be substantial. 



Discrimination

6. Race in Context – Undesired Bias

a. Hypo by George Lenard in CollegeRecruiter.com 

article

b. Two Pictures

i. White college-aged applicant with a frat shirt and a beer 

in hand hanging out with his friends.

ii. African American college-aged applicant with hip-hop 

clothing and a beer in hand hang out with his friends.



Discrimination

6. Race in Context – Undesired Bias

c. Evaluations

i. From the picture alone the activities seem 

undistinguishable

ii. But a decision-maker’s unknown racial bias may result 

in the decision-maker evaluating the photos differently.

d. Therefore, when a decision-maker views a SNS 

profile, race could be an unattended factor in the 

decision.



Discrimination

7. Recommendations

a. Decision-makers should consider the undesired knowledge 

that comes from looking at a SNS profile.

b. Utilizing Non-Decision-Maker

i. Consider having a non-decision-maker go through the profiles and 

remove all information concerning an applicant’s disabilities, race, 

color, religion, gender, or national origin.

ii. This person may also scan the photos for any scandalous photos.

iii. This way the decision-maker will only know an applicant’s 

disabilities, race, color, religion, gender, or national origin if further 

investigation is required.



Fair Credit and Reporting Act 

1. Fair Credit and Reporting Act (FCRA) governs 
background checks performed by third-parties 
agencies.

2. If a prospective employer decided to use third-party 
background checks, the employer must meet the 
various notice and consent requirements of the 
FCRA.

3. This is true even if the background checks only 
consist of third-party screening companies searching 
SNS profiles.



Fair Credit and Reporting Act 

4. FCRA Requirements

a. Notify the applicant if “an investigation may be 

performed.”

b. Give the applicant an “opportunity to consent.”

c. Notify the applicant if an adverse finding from the 

investigation affected the decision.

5. If the employer, itself, does the investigation –

none of these FCRA requirements apply. 



Terms of Services

1. Applicants may have a claim, if employers 
violate the terms of use for the particular SNS.  
The terms of use vary in each SNS.

2. Non-Commercial Limitation

a. Many sites, such as MySpace, have limitations that 
only allow for personal, non-commercial use.

b. Checking applicant’s profiles for the purpose of 
evaluating the applicant’s suitability to a job may be 
considered commercial and thus violate these terms 
of use.



Terms of Services

2. Non-Commercial Limitation, cont.

c. However, the SNSs’ concerns appear to center 

around posting and solicitation; therefore, many 

employment lawyers feel that checking an 

applicant’s profile is not an intended restricted use.

d. Facebook spokesman Brandee Barker is quoted 

saying, “It is not a violation of terms of use if one 

Facebook user views the profile of or 

communicates with another Facebook user.”



Specific Legal Issues

Employers Checking Employees’ 

Social Networking Site Profiles



Employers Checking Employees’ 

SNS Profiles

1. Recent Survey by Deloitte 

a. “60% of the business executives surveyed said they 

believed they had a right to know how employees 

portray themselves and their organizations in 

online social networks.”

b. “The same survey found that employees tend to 

disagree. 53% of employees said their social 

networking sites are not their employers' concern.”



Employers Checking Employees’ 

SNS Profiles

2. Roadmap of the Legal Issues

a. Repeat issues from Employers checking applicant 

SNS profiles

b. “Off-duty conduct” and “lifestyle” statutes

c. Miscellaneous Protections

i. Labor Agreements

ii. National Labor Relations Act

iii. Government Employees



Repeat Issues

1. Expectation of Privacy

a. Generally, courts do not recognize a reasonable 
expectation of privacy in information posted on 
public websites

b. Employers should take some caution if monitoring 
password-protected work email systems.

i. Make sure employees are aware of the company’s policy 
of monitoring such systems.  

ii. This way employers can ensure that employees do not 
have a reasonable expectation of privacy in the content 
of such email.



Repeat Issues

2. Discrimination

a. Employers may not make adverse employment decisions 

based on certain protected traits of an employee.

b. Certain protected traits may not be visible in the work 

place but may be discussed in an SNS profile.

c. Examples of Protected Non-Apparent Traits

i. Mental Disabilities

ii. Sexual Orientation (some states)

iii. Political Affiliation (some states)



Repeat Issues

3. Other Issues

a. Federal Fair Credit Reporting Act (FCRA) still 

applies to third-party background checks involving 

SNS profiles.

b. Must consider each SNS’s terms of service.



“Off-Duty Conduct” & 

“Lifestyle” Statutes

1. “At-Will” Employment Law

a. Unless modified by contract or statute, an 
employer or employee can end an employment 
agreement without cause, so long as “the action 
isn't a pretext for discrimination based on legally 
protected categories, such as race, religion, sex, or 
age.”

b. Therefore, in most cases, employer can fire 
employee for off-duty actions without any 
explanation. 



“Off-Duty Conduct” & 

“Lifestyle” Statutes

2. “Off-Duty Conduct” & “Lifestyle” Statutes

a. Developing area of law that limits an employer’s 
ability to make adverse employment decisions 
based on an employee’s lawful off-duty conduct.

b. Some of the states with statutes include: CA, CO, 
NY, & ND.

c. Many other states prevent employers from making 
adverse employment decisions based on limited 
off-duty conduct such as smoking and use of 
alcohol.



Miscellaneous Protections

1. Labor Agreements

a. Unions are starting to concern themselves with 
electronic monitoring of employees.

b. Before monitoring SNS profiles of employees, an 
employer should be aware of any protections in the 
employment agreement that limit such actions.

c. Even if no such limitation exists, an employer 
should realize that abusing the right to check SNS 
profiles may affect future collective bargaining 
agreements.



Miscellaneous Protections

2. National Labor Relations Act (NLRA)

a. Employers may not make adverse employment 
decisions because an employee discussed the terms 
and conditions of employment.

b. Applies to both union and non-union labor.

c. Therefore employer may not react to comments 
on an employee’s SNS profile that complain about:

i. Salary

ii. Benefits

iii. Working Conditions



Miscellaneous Protections

3. Government Employees

a. Special protections under the equal protection and 
due process clauses of the Fourteenth Amendment 
as well as the free speech clause of the First 
Amendment.

b. A public employer, generally, may not make 
employment decisions based on the content or 
viewpoint of an employee’s speech.

c. The Court has recognized a distinction for policy-
making positions.



Warning
Non-Legal Problems with Relying on 

Social Networking Profiles



Case of Improper Identity

1. Right Name – Wrong Person

a. Some names are quite popular and if employers 
are not careful, they may evaluate an applicant 
based off another person’s profile.

b. Example

i. Search on Facebook for a Matt Smith at University of 
Iowa

ii. Brings back 10 different profiles, so a 1/10 shot of 
getting the right person

iii. This assumes the Matt Smith who is applying for the 
position has a Facebook profile.



Case of Improper Identity

2. Right Name – Right Person – Wrong Profile

a. Newest Scam on College Campuses

b. Many students know that prospective employers 

are checking SNS profiles.

c. Many applicants also know what other students 

are competing for jobs in certain job markets.

d. So some students are creating fake profiles for 

other potential applicants without the innocent 

party ever knowing.



Out of Context

1. Single Snap-Shot of a Moment in Time

a. Pictures on Facebook and MySpace do not 
generally come with captions explaining the 
context.

b. Therefore, people who view the photos must 
hesitate to jump to any conclusions.

2. Example:

- A picture of an applicant acting as a designated 
driver may appear to be a picture of the applicant 
irresponsibly getting drunk at a party.



The person holding the beer in this picture is in reality 

holding the drink for one of  the people posing. This 

person is actually serving as the designated driver for his 

friend’s 21st birthday party.



Expectation of Privacy

1. Misplaced Expectations

a. While the courts may not recognize this expectation as 

reasonable, many people post of SNS profiles believing that 

all the information posted is private.

b. As such, someone may post under his interest “smokin’ 

blunts, shooting people, and obsessive sex” as a joke that 

he believes only his friends will be able to read. Beyond this 

person misunderstanding of Facebook’s privacy policy, he 

may actually be a well-qualified candidate.



Expectation of Privacy

2. Bad Reputation

a. The president of CollegeRecruiter.com, warns that 

employers who use SNSs as part of their background 

checking of applicants could face a “serious backlash” from 

college students.

b. He explains that students often feel “violated and 

outraged” when they learn that a particular employer 

checks SNS profiles.  As such, “employers which are found 

out to be using profiles will likely find that they instantly 

change from being an employer of choice amongst college 

students to an employer of last resort.” 



Conclusions

1. Employers who view SNS publicly accessible 

profiles of current and prospective employees 

are not likely to face any civil or criminal 

liability.

2. However, before making a decision to use SNS 

profiles, employers should balance the benefit 

derived from using SNSs against the potential 

“pitfalls” they may face as a result using SNSs. 




