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I. Introduction 
 

On March 10, 2011, President Barack Obama hosted a national conference on bullying 
prevention. The conference followed a series of tragic events, including the death of Tyler 
Clementi, an eighteen year old Rutgers University student who committed suicide after footage 
of him engaged in sexual activity was secretly recorded and released online by his roommates. 

 
In his opening remarks, President Obama commented on his own experiences in school 

(“With big ears and the name that I have, I wasn’t immune, I didn’t emerge unscathed.”) and 
made it clear that one goal of his conference was “to dispel the myth that bullying is just a 
harmless rite of passage or an inevitable part of growing up.”  In a video message posted on the 
White House website, President Obama noted that “bullying affects every single young person in 
our country.”   The White House conference included the launch of a new federal website 
entitled StopBullying.gov.  The site is devoted to collecting federal anti-bullying resources for 
students, parents, educators, and others. 

 
“Bullying” is action or communication which threatens, intimidates, or humiliates 

another person.  As of May 1, 2011, forty-six states have adopted anti-bullying legislation.  Most 
of these statutes include some definition of the term “bullying”.  The definition used by the Iowa 
legislature is found in Iowa Code Section 280.28: 

 
“ ‘Harassment’ and ‘bullying’ shall be construed to mean any electronic, written, verbal, 
or physical act or conduct toward a student which is based on any actual or perceived trait 
or characteristic of the student and which creates an objectively hostile school 
environment that meets one or more of the following conditions:  

 
(1) Places the student in reasonable fear of harm to the student's person or property.  
(2) Has a substantially detrimental effect on the student's physical or mental health.  
(3) Has the effect of substantially interfering with a student's academic performance.  
(4) Has the effect of substantially interfering with the student's ability to participate in or 
benefit from the services, activities, or privileges provided by a school.” 

 
The term “trait or characteristic of the student” includes, but is not, limited to “age, color, 
creed, national origin, race, religion, marital status, sex, sexual orientation, gender 
identity, physical attributes, physical or mental ability or disability, ancestry, political 
party preference, political belief, socioeconomic status, or familial status.”  Section 
280.28(2)(c). 
At the federal level, the U.S. Department of Education provide legal guidance to school 

districts in multiple ways including what are called “Dear Colleague” letters.  Although these 
letters are not formally adopted regulations, they represent the views of the Department for 
purposes of enforcement of the laws within its jurisdiction. 

 
On October 26, 2010, Secretary of Education Russlynn Ali issued a “Dear Colleague” 

letter which was sent to all public school districts in the United States.  The purpose of this letter 
was to provide guidance to school districts regarding what the Department of Education believes 
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to be the obligation of the districts to address bullying as part of the districts’ enforcement of 
existing federal laws and regulations.  The Secretary began her letter saying: 

“In recent years, many state departments of education and local school districts have 
taken steps to reduce bullying in schools. The U.S. Department of Education 
(Department) fully supports these efforts. Bullying fosters a climate of fear and disrespect 
that can seriously impair the physical and psychological health of its victims and create 
conditions that negatively affect learning, thereby undermining the ability of students to 
achieve their full potential. The movement to adopt anti-bullying policies reflects 
schools’ appreciation of their important responsibility to maintain a safe learning 
environment for all students. I am writing to remind you, however, that some student 
misconduct that falls under a school’s anti-bullying policy also may trigger 
responsibilities under one or more of the federal antidiscrimination laws enforced by the 
Department’s Office for Civil Rights (OCR). As discussed in more detail below, by 
limiting its response to a specific application of its anti-bullying disciplinary policy, a 
school may fail to properly consider whether the student misconduct also results in 
discriminatory harassment.” 

This is the guidance that the Department then provided to school districts with regard to 
anti-bullying efforts: 

“Harassing conduct may take many forms, including verbal acts and name-calling; 
graphic and written statements, which may include use of cell phones or the Internet; or 
other conduct that may be physically threatening, harmful, or humiliating.  Harassment 
does not have to include intent to harm, be directed at a specific target, or involve 
repeated incidents.  Harassment creates a hostile environment when the conduct is 
sufficiently severe, pervasive, or persistent so as to interfere with or limit a student’s 
ability to participate in or benefit from the services, activities, or opportunities offered by 
a school.  When such harassment is based on race, color, national origin, sex, or 
disability, it violates the civil rights laws that OCR enforces. 

A school is responsible for addressing harassment incidents about which it knows or 
reasonably should have known.   In some situations, harassment may be in plain sight, 
widespread, or well-known to students and staff, such as harassment occurring in 
hallways, during academic or physical education classes, during extracurricular activities, 
at recess, on a school bus, or through graffiti in public areas.  In these cases, the obvious 
signs of the harassment are sufficient to put the school on notice.  In other situations, the 
school may become aware of misconduct, triggering an investigation that could lead to 
the discovery of additional incidents that, taken together, may constitute a hostile 
environment.  In all cases, schools should have well-publicized policies prohibiting 
harassment and procedures for reporting and resolving complaints that will alert the 
school to incidents of harassment. 

When responding to harassment, a school must take immediate and appropriate action to 
investigate or otherwise determine what occurred.  The specific steps in a school’s 
investigation will vary depending upon the nature of the allegations, the source of the 
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complaint, the age of the student or students involved, the size and administrative 
structure of the school, and other factors. In all cases, however, the inquiry should be 
prompt, thorough, and impartial.   

If an investigation reveals that discriminatory harassment has occurred, a school must 
take prompt and effective steps reasonably calculated to end the harassment, eliminate 
any hostile environment and its effects, and prevent the harassment from 
recurring.  These duties are a school’s responsibility even if the misconduct also is 
covered by an anti-bullying policy, and regardless of whether a student has complained, 
asked the school to take action, or identified the harassment as a form of discrimination.  

Appropriate steps to end harassment may include separating the accused harasser and the 
target, providing counseling for the target and/or harasser, or taking disciplinary action 
against the harasser.  These steps should not penalize the student who was harassed.  For 
example, any separation of the target from an alleged harasser should be designed to 
minimize the burden on the target’s educational program (e.g., not requiring the target to 
change his or her class schedule).   

In addition, depending on the extent of the harassment, the school may need to provide 
training or other interventions not only for the perpetrators, but also for the larger school 
community, to ensure that all students, their families, and school staff can recognize 
harassment if it recurs and know how to respond.  A school also may be required to 
provide additional services to the student who was harassed in order to address the effects 
of the harassment, particularly if the school initially delays in responding or responds 
inappropriately or inadequately to information about harassment.  An effective response 
also may need to include the issuance of new policies against harassment and new 
procedures by which students, parents, and employees may report allegations of 
harassment (or wide dissemination of existing policies and procedures), as well as wide 
distribution of the contact information for the district’s Title IX and Section 504/Title II 
coordinators.   

Finally, a school should take steps to stop further harassment and prevent any retaliation 
against the person who made the complaint (or was the subject of the harassment) or 
against those who provided information as witnesses.  At a minimum, the school’s 
responsibilities include making sure that the harassed students and their families know 
how to report any subsequent problems, conducting follow-up inquiries to see if there 
have been any new incidents or any instances of retaliation, and responding promptly and 
appropriately to address continuing or new problems.” 

Bullying is an issue of behavior.  The bullying that the President and the U. S. 
Department of Education focused upon has been with us for many decades.  Bullying has risen to 
new prominence in part because of the means by which it is carried out – through all of the 
various forms of modern technology.  This new form of bullying is collectively referred to as 
“cyberbullying”.   
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“Cyberbullying” is bullying or harassment which is communicated by any electronic 
means including, but not limited to, text messages, Instant messages, email, cell phone calls, 
blogs, vblogs (blogs which include video images), microblogs (blogs with limitations, such as 
Twitter), social networking sites (e.g. Facebook, MySpace, and Bebo), and video sharing sites 
(such as YouTube).  In addition to the suicide of Tyler Clementi, some examples of 
cyberbullying are the suicide of thirteen year old Megan Meier who was bullied by a fellow 
classmate and her mother through a fake MySpace account; the suicide of Hope Witsell who was 
taunted by classmates because of a nude photo that she sent to person on whom she had a crush,    
(www.allnewswire.com/cyberbullying); the suicide of Phoebe Prince, an Irish émigré and 
student at South Hadley High School in Massachusetts, who was harassed in various ways 
including by postings on Facebook (Associated Press, May 4, 2011), and the death of Jessica 
Logan who committed suicide after a nude photo of herself that she sent to her boyfriend was 
then sent to other students after the relationship ended (TODAY.com, March 6, 2009). 

 
II. School Districts’ Power To Regulate Student Conduct  

 
A. The School District’s Right to Regulate On-Campus Conduct 

 
1. General Principles 

 
In most states, school districts have the power or authority to provide educational services 

to children of school age and have the power, authority and obligation to make rules governing 
school district business, school officials, employees, teachers and students.  This includes the 
authority to adopt and enforce student discipline codes. 

 
Even in the absence of statutory guidance, common law courts have historically applied 

the legal doctrine of in loco parentis to the schools.  Courts recognize that schools stand in the 
place of the parent while children are entrusted to their custody.  Therefore, courts have upheld 
the right of schools to discipline students, to enforce rules, and to maintain order to the same 
degree as parents could enjoy such authority.  Applying this approach, courts strike down only 
punishments that are excessively harsh and rarely question the substantive restrictions on student 
conduct set by teachers and schools. 

 
2. Statutes and Regulations 

 
State statutes and regulations provide a basis for the promulgation of student discipline 

codes.  An example of a state statute is Iowa Code Section 279.8 which provides in part: “The 
board shall make rules for its own government and that of the directors, officers, employees, 
teachers and pupils, and for the care of the schoolhouse, grounds, and property of the school 
corporation, and shall aid in the enforcement of the rules, and require the performance of duties 
imposed by law and the rules.” 

 
An example of state administrative regulations which further define the disciplinary 

authority of school districts is found in the Iowa Administrative Code: 
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“281 I.A.C. 12.3(6) Student responsibility and discipline. The board shall adopt student 
responsibility and discipline policies as required by Iowa Code section 279.8. The board 
shall involve parents, students, instructional and noninstructional professional staff, and 
community members in the development and revision of those policies where practicable 
or unless specific policy is mandated by legislation. The policies shall relate to the 
educational purposes of the school or school district. The policies shall include, but are 
not limited to, the following: attendance; use of tobacco; the use or possession of 
alcoholic beverages or any controlled substance; harassment of or by students and staff as 
detailed in subrule 12.3(13); violent, destructive, and seriously disruptive behavior; 
suspension, expulsion, emergency removal, weapons, and physical restraint; out-of-
school behavior; participation in extracurricular activities; academic progress; and 
citizenship. 

 
The policies shall ensure due process rights for students and parents, including 
consideration for students who have been identified as requiring special education 
programs and services. 

 
The board shall also consider the potential, disparate impact of the policies on students 
because of race, color, national origin, gender, sexual orientation as defined in Iowa Code 
section 216.2 as amended by 2007 Iowa Acts, Senate File 427, section 1, gender identity 
as defined in Iowa Code section 216.2 as amended by 2007 Iowa Acts, Senate File 427, 
section 1, disability, religion, creed, or socioeconomic status. 

 
The board shall publicize its support of these policies, its support of the staff in enforcing 
them, and the staff’s accountability for implementing them.” 

 
3. Discipline Codes 

 
To the extent that bullying conduct or communication occurs on campus, it is clearly 

within the reach of the school district.  However, to regulate the conduct the district must first 
promulgate a policy which proscribes with some precision the conduct or communication which 
is prohibited and which does not violate the constitutional rights of the students.  Policies which 
are not sufficiently precise may be ruled to be unconstitutional because they are void for 
vagueness, and policies which attempt to regulate the content of speech may be ruled to be 
unconstitutional if they violate the First Amendment. 

 
4. Proof of Violation 

 
When a student uses a school district-issued computer or uses the school district’s 

computer system to send an offensive communication, the district may readily access the 
evidence necessary to establish a violation of the student discipline code.  But most of the 
technology used to engage in cyberbullying is the personal property of the students who are 
using it. School districts have a more limited right to inspect the property of students, and their 
searches are regulated by the Fourth Amendment.  Since most of the technology which is 
personally owned by students is not essential to their daily educational needs, school districts can 
enhance their ability to conduct electronic searches by establishing policies which condition the 
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use of technology on campus (cell phones, pagers, PDAs, laptops, iPads, etc.) on the right of the 
district to conduct a search when there are reasonable grounds for suspecting that the search will 
turn up evidence that the student has violated or is violating either the law or the rules of the 
school. 

 
5. Evidentiary Issues 

 
One of the challenges of dealing with technology which is constantly evolving is the 

difficulty of determining what information is truly credible.  Usernames and passwords can be 
stolen and used by individuals other than those to whom they are assigned.  Phony websites, 
blogs, social media sites, and postings have been created and are a real concern.  School districts 
need the assistance of technology experts to ascertain the identity of individuals who are the 
targets of an investigation before they take action. 

 
B. The School District’s Right to Regulate Off-Campus Conduct 

 
The right of a school district to regulate student conduct is generally limited to school 

property and school-related events.  In order for the reach of the school district to extend any 
further, most courts require a showing that the conduct or communication which the district 
seeks to discipline has an adverse effect on school operations.  Thomas v. Board of Education, 
Granville Central School District, 607 F.2d 1043 (2d Cir. 1979) has been frequently cited for the 
guidance which the Court provided in ruling that the First Amendment rendered a school district 
powerless to regulate an off-campus newspaper: 
 

“When school officials are authorized only to punish speech on school property, the 
student is free to speak his mind when the school day ends.  In this manner, the 
community is not deprived of the salutary effects of expression, and educational 
authorities are free to establish an academic environment in which the teaching and 
learning process can proceed free of disruption.  Indeed, our willingness to grant school 
officials substantial autonomy within their academic domain rests in part on the 
confinement of that power within the metes and bounds of the school itself.”   

 
607 F. 2d at 1052. 

 
III. Limitations On The Power To Regulate – The Constitutional Issues 

 
A. Freedom of Speech 

 
1. Student Speech 

 
The leading student free speech case is Tinker v. Des Moines Independent Community 

School District, 393 U.S. 503 (1969).  Pursuant to a school policy, students were suspended for 
wearing black armbands in protest of the Vietnam War.  The Supreme Court concluded that the 
policy violated the students’ First Amendment rights.  The Court stated: “First Amendment 
rights…are available to teachers and students. It can hardly be argued that either students or 
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teachers shed their constitutional right to freedom of speech or expression at the schoolhouse 
gate.”  Tinker, 393 U.S. 503, 506 (1969). 

 
This case stands for the proposition that in order to regulate student speech, the speech 

must create, or be reasonably certain to create, a material or substantial disruption to the school’s 
educational mission (“[T]he record does not demonstrate any facts which might reasonably have 
led school authorities to forecast substantial disruption or material interference with school 
activities . . . .”  393 U.S. at 514).  The Court emphasized that a school district must show more 
than a desire to avoid discomfort and unpleasantness that accompany unpopular viewpoints. 

 
The lower courts have yet to focus much attention on that portion of the Supreme Court’s 

decision which authorizes school officials to regulate the speech of students if that speech 
“involves . . . invasion of the rights of others”.  (“But conduct by the student, in class or out of it, 
which for any reason – whether it stems from time, place, or type of behavior – materially 
disrupts classwork or involves substantial disorder or invasion of the rights of others is, of 
course, not immunized by the constitutional guarantee of freedom of speech.”  393 U.S. at 513.)  
Since cyberbullying frequently impacts the rights of others, it will be important to see whether 
the phrase “invasion of the rights of others” takes on heightened significance in the evolving 
jurisprudence in this area. 
 
 2. Lewd Speech 
 
 Not all student speech is protected, even if it occurs on school grounds.  Although the 
courts have granted wide berth to the content of speech in a public forum (see Cohen v. 
California, 403 U.S. 15 (1971) – wearing a jacket inside a court house with the “F” word printed 
on it was protected speech), the same breadth of protection does not apply in school.  Bethel 
School District No. 403 v. Fraser, 478 U.S. 675 (1986) is the lewd speech case in which the 
Supreme Court upheld the suspension of a student who made a speech during a school-wide 
assembly that included elaborate, graphic, and explicit sexual metaphors.  The Court found that 
schools have the responsibility of instilling in students “the habits and manners of civility” 
necessary to be productive citizens and that schools also have an interest in protecting younger 
students from sexually explicit speech. 
 
 The Third Circuit Court of Appeals recently rejected an attempt by a school district to use 
Fraser as the basis for its punishment of a student who created a fake MySpace profile of his 
high school principal.  Layshock v. Hermitage Sch. Dist., No. 07-4465, slip op. at 4 (3rd Cir. 
2011) (opinion filed but not yet published).  In Layshock, the school district characterized the 
MySpace profile as “unquestionably vulgar, lewd and offensive” and therefore unprotected by 
the First Amendment when it ended up in the school community.  Although the Third Circuit had 
previously held that “a school may categorically prohibit lewd, vulgar or profane language” 
(Saxe v. State College Area School District, 240 F.3d 200, 214 (3rd Cir. 2001)), the Court 
clarified its opinion and stated that this prohibition applied only when the speech occurred 
“inside Tinker’s schoolhouse gate”.  The Court concluded that Layshock’s speech never made it 
through the gate because it did not create any substantial disruption in school. 

 
 



 9

3. School Sponsored Speech 
 
 When a school district creates a vehicle for student speech, the Supreme Court has 
recognized a right to control that speech.  In  Hazelwood School District v. Kuhlmeier, 484 U.S. 
260 (1988), the United States Supreme Court held that a high school newspaper that was 
published by students as part of a journalism class did not qualify as a public forum, so that 
school officials retained the right to impose reasonable restrictions on student speech in the 
paper.  The Court concluded that in determining when a school may refuse to lend its name and 
resources to the dissemination of student expression, “educators do not offend the First 
Amendment by exercising editorial control over the style and content of student speech in 
school-sponsored expressive activities so long as their actions are reasonably related to 
legitimate pedagogical concerns.”  484 U.S. at 272-73. The Court noted a distinction between 
speech that happens to occur on school premises and which a school must tolerate, and speech 
which a school affirmatively promotes.   
 
 4. Speech that Advocates Drug Use 
 
 In Morse v. Frederick, 551 U.S. 393 (2007), the Supreme Court once again had the 
opportunity to consider the reach of a school district in regulating the content of a student’s 
speech.  The Morse case involved a student who attended an Olympic Torch Relay event.  
Although the event was held off-campus, it was a school-sponsored activity.  The student refused 
to take down a banner reading “Bong Hits 4 Jesus” after he was instructed to do so by his 
principal.  He was then suspended from school.  
 

His suspension was upheld by a divided Supreme Court in a 5–4 decision which 
empowered schools to restrict student expression that they “reasonably regard as promoting 
illegal drug use,” because of the special nature of the school environment and the governmental 
interest in preventing student drug abuse. 
 

Referring to the debate as to whether the Court in Fraser was regulating the content or 
the manner of Fraser’s speech, Chief Justice Roberts said in his opinion for the majority: “We 
need not resolve this debate to decide this case.  For present purposes, it is enough to distill from 
Fraser two basic principles. First, Fraser’s holding demonstrates that ‘the constitutional rights of 
students in public school are not automatically coextensive with the rights of adults in other 
settings.  Had Fraser delivered the same speech in a public forum outside the school context, it 
would have been protected.   … Second, Fraser established that the mode of analysis set forth in 
Tinker is not absolute.  Whatever approach Fraser employed, it certainly did not conduct the 
‘substantial disruption’ analysis prescribed by Tinker.”  

 
In a separate concurring opinion in which Justice Kennedy joined, Justice Alito 

articulated the limited basis on which he concurred:  “The opinion of the Court does not endorse 
the broad argument advanced by petitioners and the United States that the First Amendment 
permits public school officials to censor any student speech that interferes with a school’s 
‘educational mission.’ This argument can easily be manipulated in dangerous ways, and I would 
reject it before such abuse occurs.  The ‘educational mission’ of the public schools is defined by 
the elected and appointed public officials with authority over the schools and by the school 
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administrators and faculty.  As a result, some public schools have defined their educational 
missions as including the inculcation of whatever political and social views are held by members 
of these groups.” 

 
5. True Threats 

 
At a political debate during the Vietnam war, an eighteen-year-old man made the 

following statement about President Johnson: “[I]f they ever make me carry a rifle the first man I 
want in my sights is L.B.J.” In Watts v. United States, 394 U.S. 705, 706 (1969), the Court stated 
that true threats were not protected by the First Amendment, but it ruled that the statement made 
by Watts was not a true threat.  The Court did not provide any test or guidance in determining 
what is a true threat.  Instead, it simply said: “What is a threat must be distinguished from what is 
constitutionally protected speech.”   393 U.S. at 707. 

 
The federal courts of appeals have collectively created an objective test that helps 

determine whether a statement is a “true threat” falling outside First Amendment projection.  
This test focuses on “whether a reasonable person would interpret the alleged threat as a serious 
expression of an intent to cause a present or future harm.”  United States v. Fulmer, 108 F.3d 
1486, 1490-91 (1st Cir. 1990).  The views of the federal courts diverge, however, when trying to 
determine from whose viewpoint the statement should be determined– in other words, there is 
still a debate over whether this objective standard views the nature of the alleged threat from the 
perspective of a reasonable recipient or a reasonable speaker. Compare Doe, 306 F.3d at 622-23 
(viewing the alleged threat from the viewpoint of a reasonable recipient), United States v. Malik, 
16 F.3d 45, 49 (2d Cir.), cert denied, 513 U.S. 968, 130 L. Ed. 2d 347, 115 S. Ct. 435 (1994) 
(same) and United States v. Maisonet, 484 F.2d 1356, 1358 (4th Cir. 1973) (same), with United 
States v. Orozco-Santillan, 903 F.2d 1262, 1265 (9th Cir. 1990) (viewing the alleged threat from 
the speaker’s viewpoint), United States v. Welch, 745 F.2d 614, 620 (10th Cir. 1984) (same) and 
Mahaffey v. Aldrich, 236 F. Supp. 2d 779, 784 (E.D. Mich. 2002). 

 
6. Fighting Words 

 
In Chaplinsky v. New Hampshire, 315 U.S. 568, 573 (1942), the Supreme Court affirmed 

its longstanding position that "certain well-defined and narrowly limited classes of speech" — 
among them "the lewd and obscene, the profane, the libelous, and the insulting or ‘fighting’ 
words’" — may be prohibited and even punished by the government. Subsequent cases have 
narrowed the Chaplinsky holding to only "fighting words," i.e., words whose mere utterance 
entails a call to violence. See, e.g., Cohen v. California, 403 U.S. 15 (1971), and Gooding v. 
Wilson, 405 U.S. 518 (1972). 

 
7. Hate Speech 

 
The most recent free speech case decided by the Supreme Court was Snyder v. Phelps, 

131 S. Ct. 1207.   In Snyder, the father of a deceased military service member brought action 
against a fundamentalist church and its members asserting that their anti-homosexual protest at 
the funeral of the service member caused emotional distress.  The Supreme Court ruled that the 
First Amendment was a defense to the action stating: “Given that Westboro’s speech was at a 
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public place on a matter of public concern, that speech is entitled to ‘special protection’ under 
the First Amendment.  Such speech cannot be restricted simply because it is upsetting or arouses 
contempt.”  131 S.Ct. at 1219.   

 
Chief Justice Roberts concluded his majority opinion with these words: “Speech is 

powerful.  It can stir people to action, move them to tears of  both joy and sorrow, and – as it did 
here – inflict great pain.  On the facts before us, we cannot react to that pain by punishing the 
speaker.  As a Nation we have chosen a different course – to protect even hurtful speech on 
public issues to ensure that we do not stifle public debate.”  131 S. Ct. at 1220. 

 
B. Fourth Amendment and Related Search Issues 

 
1. Student Search Cases 

 
The leading student search case is New Jersey v. TLO, 469 U.S. 325 (1985).   In TLO, the 

United States Supreme Court determined that searches of students by school officials implicate 
their constitutional rights against unlawful searches and seizures.  The court did not go so far as 
to require school officials to obtain a search warrant before conducting the search of a student, 
but it did require that searches of students must be reasonable under the circumstances.   

 
The ruling of the Court is summarized in the following statement regarding the 

reasonableness requirement: “Determining the reasonableness of any search involves a two-fold 
inquiry: first, one must consider ‘whether the . . . action was justified at its inception’ (cit. om.) 
second, one must determine whether the search as actually conducted ‘was reasonably related in 
scope to the circumstances which justified the interference in the first place’. (cit. om.)  Under 
ordinary circumstances, a search of a student by a teacher or other school official will be 
‘justified at its inception’ when there are reasonable grounds for suspecting that the search will 
turn up evidence that the student has violated or is violating either the law or the rules of the 
school.  Such a search will be permissible in its scope when the measures adopted are reasonably 
related to the objectives of the search and not excessively intrusive in light of the age and sex of 
the student and the nature of the infraction.”  469 U.S. at 341-342. 
 

The principles of New Jersey v. TLO have been revisited in two subsequent student cases, 
both involving drug testing: Vernonia School District 47J v. Acton, 515 U.S. 646 (1995) and 
Board of Education of Pottawatomie County, Okla. v. Earls, 536 U.S. 822 (2002).  In Vernonia, 
the Supreme Court held that a school district’s policy to randomly test students in athletic 
activities for drugs is allowable, based on: (1) the school’s “custodial and tutelary” responsibility 
over children (the policy was adopted in furtherance of the government’s responsibilities, under a 
public school system, as guardian and tutor of children entrusted to its care), (2) the diminished 
expectation of privacy in athletic activities in light of the communal undress often present in 
locker rooms and the regulated nature of athletics, and (3) the nature and immediacy of the 
school’s concern over the drastic increase in student drug use, particularly among athletes.  In 
Board of Education of Pottawatomie County, Okla. v. Earls, 536 U.S. 822 (2002), the Supreme 
Court concluded that a public high school’s mandatory drug testing program for all students 
involved in extra-curricular activities was constitutional. 
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 2. Computer and Electronic System Searches 
  

The first electronic search case to make its way to the Supreme Court was City of 
Ontario, Cal. v. Quon, 130 S. Ct. 2619 (2010).  In Quon, the City sought to audit its usage plan 
for pagers assigned to employees, and it obtained transcripts of text messages from the wireless 
provider which included redacted off-duty text messages.  As a result of its audit, the City found 
that Quon had numerous non-work related, often sexually explicit, texts, and so it disciplined 
him.  

 
Quon challenged the City’s action under the 4th Amendment as an unreasonable search.  

The United States Supreme Court did not decide whether an employee had a “reasonable 
expectation of privacy in text messages”.  The Court observed that technology is changing 
rapidly and so are society’s expectations of proper behavior and privacy in communications. For 
purposes of its ruling, the Court assumed without deciding that the employee had a reasonable 
expectation of privacy, but found that the search was reasonable anyway. 

 
The Court held that the City had reasonable grounds for finding that an audit was 

necessary for a non-investigatory, work-related purpose – the employer needed to know whether 
the wireless contract met the employer’s needs.  The search was reasonably related to the 
objectives of the search – determining whether the public employer was paying public monies 
for the personal communications of employees. And the search was not excessively intrusive – 
the City only requested a small sample of monthly text transcripts and redacted all off-duty texts.  
Therefore, the Court found no violation of the 4th Amendment. 
 

Federal courts have generally recognized the right of public employers to search their 
own computer systems.  For example, in U.S. v. Angevine, 281 F.3d 1130 (10th Cir. 2002), the 
Court held that an employee could not have an objectively reasonable expectation of privacy 
because reasonable university computer users should have been aware that  network 
administrators and others were free to view data downloaded from the Internet.  And in 
Leventhal v. Knapek, 266 F.3d 64 (2nd Cir. 2001), even though an employee had some 
expectation of privacy in the contents of his work-place computer, the searches of the 
employee’s computer that were conducted in this case were reasonable in light of the state 
employer’s need to investigate the allegations of the employee’s misconduct as balanced against 
the modest intrusion caused by the searches.   
 
 State courts have issued a number of decisions regarding electronic searches.  Four such 
cases are: Times Publishing Company v. City of Clearwater, 830 So.2d 844 (Fla. Dist. Ct. App. 
2002), State Ex Rel. Wilson-Simmons v. Lake County Sheriff’s Department, 693 N.E.2d 789 
(Ohio 1998), Tiberino v. Spokane County, 13 P.3d 1104 (Wash. Ct. App. 2000), and Board of 
County Commissioners of Arapahoe County v. Baker, Lexis 1151 (Colo. Ct. App. 2003). 

 
Times Publishing Company v. City of Clearwater, 830 So.2d 844 (Fla. Dist. Ct. App. 

2002).  A newspaper sought disclosure of all e-mail sent from or received by two city employees 
while on the job.  The city allowed the employees to review and sort their e-mail into personal 
and public e-mail.  The city provided the public e-mail to the newspaper. 
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The appellate court held that “private” or “personal” e-mail fell outside the current 
definition of public records in Florida.  The e-mail was not “made or received pursuant to law or 
ordinance,” was not created or received “in connection with the official business,” or “in 
connection with the transaction of official business.”  Although digital in nature, there was little 
to distinguish it from personal letters delivered to government workers via a government post 
office box and stored in a government-owned desk.   

 
The State Ex Rel. Wilson-Simmons v. Lake County Sheriff’s Department, 693 N.E.2d 789 

(Ohio 1998).  Ms. Wilson-Simmons complained that other officers used the e-mail system to 
make racial slurs against her and brought action to compel the department to provide her with 
copies of the e-mail of other employees. 
 

The Ohio Supreme Court held that the e-mails were not a “public record” pursuant to the 
Ohio Public Records Act because they did not document the organization, functions, policies, 
decisions, procedures, operations, or other activities of the department, and thus she could not 
have access to the records. 
 

The Court also stated that, if it was assumed the requested e-mails constituted “public 
records”, Wilson-Simmons still would not have been entitled to the records.  The Court stated 
that because this action had been brought two years after the initial request, the requested records 
were no longer available.   The Court noted that because there was no evidence or assertion that 
the Sheriff’s Department violated any applicable records retention provision by writing over the 
records in the routine operation of its computer system, there was no violation of the law. 
 
 Tiberino v. Spokane County, 13 P.3d 1104 (Wash. Ct. App. 2000).  A former employee of 
the County Attorney’s Office requested an injunction preventing the release of e-mails sent or 
received on her work computer to media companies who had requested them after she was 
terminated from her employment.  She was terminated based on her unsatisfactory work 
performance, including her use of e-mail for personal matters.  She threatened litigation.  A 
newspaper reporter made a public records request for the e-mails.  The employer notified the 
former employee that these e-mails would be provided to the reporter. 
 
 The Court held that the e-mails were public records pursuant to the Washington law since 
they were involved in litigation.  However, the e-mails were also exempt from disclosure 
because their content contained nothing of public significance. 
 

Board of County Commissioners of Arapahoe County v. Baker, Lexis 1151 (Colo. Ct. 
App. 2003). Under the Colorado Open Records Act (CORA), Baker (the County’s elected Clerk 
and Recorder) and Sales (the Clerk and Recorder’s Assistant Chief Deputy) were directed by the 
trial court to release 622 of their e-mails, including 570 sexually explicit or romantic e-mails,  
The e-mails had been discovered pursuant to an administrative investigation conducted because a 
former employee had made allegations against Baker that she engaged in sexual harassment, that 
she created a hostile work environment, and that she had violated other laws.  On appeal, Baker 
and Sale contended that the trial court erred in ordering the disclosure of their e-mail messages 
because they were not “public records” within the meaning of CORA, and that the e-mails were 
private, personal, and confidential communications of which disclosure was prohibited. 
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The Court held that CORA prohibited the release of the “sexual harassment/hostile work 
environment” sub-report of the investigation, e-mails concerning the sexual harassment/hostile 
work environment claim, references to employees other than Baker and Sale, and the contents of 
e-mails relevant to Sale’s promotion, salary, overtime, and potential grounds for termination.   
 

2. Federal Laws 
 

Electronic communications are protected and regulated by a number of federal laws: 
Omnibus Crime Control and Safe Streets Act of 1968, 18 U.S.C. Sec. 2510-2525 (the “Wiretap 
Act”), Stored Wire Communications Act, 18 U.S.C. Sec. 2701, et seq., Electronic 
Communications Privacy Act of 1986, 18 U.S.C. 2510-3126, and Communications Decency Act, 
47 U.S.C. Sec. 201, et seq. 
 

Title III of the Wiretap Act prohibits the “interception” of covered wire and oral 
communications subject to two exemptions: (1) the prior consent exemption (an unambiguous 
consent by one party to a communication that a specific type of communication may be 
intercepted constitutes a consent to the interception of that type of communication), and (2) the 
service provider exemption (telephone companies and employers who provide wire 
communication services may monitor calls for service checks).  An additional exception has 
been recognized by the courts and is characterized as the business extension exception 
(telephone extension equipment which is provided in the normal course of business may be used 
for ordinary business purposes to intercept business communications). 
 

The consent exemption has been interpreted in a number of cases: Deal v. Spears, 980 
F.2d 1153 (8th Cir. 1992) (liquor store owner began taping employee telephone calls after he 
told an employee that, due to excessive telephone usage, he might install a pay phone or monitor 
calls; this notice was not sufficient to constitute consent); Watkins v. L.M. Berry & Co., 704 F.2d 
577 (11th Cir. 1983) (notice to employees that sales calls would be monitored was sufficient only 
for the monitoring of business calls and for the monitoring of personal calls to the extent 
necessary that the call was not a business call); Griggs-Ryan v. Smith, 904 F.2d 112 (1st Cir. 
1990) (if the employee gives prior consent and the consent is not limited, then consent will be 
implied for subsequent communications); and James v. Newspaper Agency Corp., 591 F.2d 579 
(10th Cir. 1979) (monitoring was protected where the employer openly installed a monitoring 
system to give employees training and instruction on telephone techniques and notified all 
employees that monitoring would take place). 
 
C. Due Process Issues 
 
 1. Procedural Due Process 
 
 The leading student procedural due process case is Goss v. Lopez, 419 U.S. 565 (1975).  
In Goss, the United States Supreme Court determined that students have a property interest in 
their education and that public schools may not deprive them of these rights without due process 
of law.  The Court concluded that even a short suspension of ten days or less from school would 
deprive a student of two protected interests: the “property interest” or entitlement to an 
education, and the student’s “liberty interest” in his or her good name and reputation.  After 
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weighing and balancing considerations important to the school environment, the Court concluded 
that full-blown trials are not necessary when relatively short suspensions were at issue.   
 

The Court concluded that in connection with a suspension of ten days or less, the student 
must be given: (1) oral or written notice of the allegations against the student, (2) the basis in fact 
of the charges and an explanation of the evidence in support of the charge, and (3) the 
opportunity to respond to those charges. 
 
 There is no requirement that the student be given time to prepare a response or that the 
student be given an opportunity to consult with counsel, or even a parent, before the student is 
allowed an opportunity to be heard.  The Court observed that in the great majority of cases, the 
disciplinarian will informally discuss the alleged misconduct with the student, perhaps minutes 
after it occurred, and will give the student an opportunity to explain himself or herself. 
 

2. The void for vagueness issue 
 

 The criminal law standard regarding vagueness is more restrictive than that standard 
typically applied by the courts to student discipline codes.   In Rose v. Locke, 423 U.S. 48 
(1975), the United States Supreme Court reviewed a criminal statute alleged to be vague and 
therefore unconstitutional.  The Court said: “It is settled that the fair-warning requirement 
embodied in the Due Process Clause prohibits the States from holding an individual ‘criminally 
responsible for conduct which he could not reasonably understand to be proscribed.’  But this 
prohibition against excessive vagueness does not invalidate every statute which a reviewing 
court believes could have been drafted with greater precision.  Many statutes will have some 
inherent vagueness, for ‘[i]n most English words and phrases there lurk uncertainties.’  Even 
trained lawyers may find it necessary to consult legal dictionaries, treatises, and judicial opinions 
before they may say with any certainty what some statutes may compel or forbid. . . .  All the 
Due Process Clause requires is that the law give sufficient warning that men may conduct 
themselves so as to avoid that which is forbidden.”  429 U.S. at 49-50. 

 
In the Fraser case, the United States Supreme Court held that the rule which provided 

that a student could be disciplined for disruptive conduct which included “the use of obscene, 
profane language or gestures” was not void for vagueness.  478 U.S. at 686.  The Court reflected 
the deference to which school officials are entitled in drafting student conduct codes saying:  
“Given the school’s need to be able to impose disciplinary sanctions for a wide range of 
unanticipated conduct disruptive of the educational process, the school rules need not be as 
detailed as a criminal code which imposes criminal sanctions.”  478 U.S. at 686.   
 
 In the case of Alex v. Allen, 409 F. Supp. 379 (W.D. Pa. 1976) a federal district court held 
the terms “flagrant disregard of teachers,” “loitering,” and “rowdy behavior” were not so vague 
as to violate constitutional standards.  The court noted that while these terms might not meet the 
constitutional requirements of criminal statutes, “a looser standard of constitutional review of 
high school regulations is appropriate because of the greater flexibility possessed by the state to 
regulate the conduct of children as opposed to adults.”  409 F. Supp. At 384. 
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IV. Regulating Cyberbullying - The Case Law Thus Far 
 
A. Cases Rejecting the District’s Right to Regulate 
 

1. Mahaffey v. Aldrich, 236 F. Supp 2d (E.D. Mich. 2002). A school district 
suspended a student from school after the school learned of a website which the student had 
created entitled “Satan’s web page.”  The website listed people who the student wished would 
die and also created a mission for readers: “SATAN’S MISSION FOR YOU THIS WEEK: Stab 
someone for no reason then set them on fire throw them off a cliff, watch them suffer and with 
their last breath, just before everything goes black, spit on their face.”  The website also listed 
“people I wish would die.”  According to the student, the website was created “just for laughs,” 
and he did not think that anyone else would end up seeing it.  The website also stated, “PLEASE 
DON’T GO KILLING PEOPLE AND STUFF THEN BLAMING IT ON ME.”  A parent of one 
of the students at the plaintiff’s school noticed the website and notified the police; the police 
subsequently notified the school. 
 

Utilizing Tinker, the court held that the school could only punish the student for his 
speech on the website if that speech “substantially interfered with the work of the school or 
impinged upon the rights of other students.”  Applying this standard to the facts of the case, the 
court found that the student did not communicate the statements on the website to anyone and 
that there was no evidence in the record to prove there was any disruption to the school or 
campus activity as a result of the creation of the website.  It was unclear whether the student had 
used any school property to work on the website, but the only evidence that he did so was that he 
“may have” used school computers.    Therefore, the court ruled the school’s actions against the 
student violated his First Amendment rights. 
    

The court also found that the student’s due process rights were violated by the school’s 
actions in disciplining him.  The hearing that the student was afforded to protest his suspension 
was not accompanied by proper notice.  Notice of the hearing was sent to the student over a 
month after the hearing had already taken place.  Additionally, the student was not allowed to 
cross-examine witnesses at his hearing.   
 

2. Beussink v. Woodland R-IV School District, 30 F. Supp.2d 1175 (E.D. Mo. 1998).  
A high school student posted on the Internet a personal website which he had created on his 
home computer outside of school hours.  The website used vulgar language to criticize the school 
administration and invited others to share their opinion of the administration.  A hyperlink to the 
school’s official website was provided on the student’s webpage.  Another student, angry with 
Beussink at the time, accessed the site at the school and showed it to a teacher.  The teacher 
testified that she was upset by what she read on the website, and she proceeded to go directly to 
the principal with the information.   

 
Beussink had not asked the student to access the website, nor did he provide her with the 

website address.  Instead, the student had seen the website when she used Beussink’s computer 
at his house.  After reviewing the website, the principal testified that he decided to discipline 
Beussink even though he did not conduct an investigation to determine if any other students had 
seen or had knowledge of the site.  Several witnesses for the school district testified that although 
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the student's website was accessed, it did not cause a disruption in the school.  The first 
disciplinary action was issued to Beussink while he was in his fourth period class.  It was a five-
day suspension.  Later that day, the principal rethought the five-day suspension and increased it 
to ten days.   
 

The student filed suit against the school district alleging that the principal's disciplinary 
action against him violated his free speech rights.  The Court found that the principal's action 
constituted an impermissible attempt to regulate speech based solely on its content.  The Court 
found no evidence that the student's website created a reasonable fear that it would materially or 
substantially interfere with school discipline. Rather, the court stated that the principal 
demonstrated was that he had been upset by the website.  While there was some disruption 
because of the website, it did not rise to the level of material or substantial that is necessary to 
allow regulation.  The Court found that, in the absence of a finding that the speech substantially 
interfered with school discipline, the school was not permitted to limit or censor such speech 
simply because it was unpopular. 
 

3. Beidler v. North Thurston School District No.3, No. 99-00236 (Wash. Super. Ct. 
July 18, 2000)(unreported).  A high school student was expelled after the school became aware 
of a satirical website that the student created and was maintaining on his home computer.  The 
site parodied one of the school's assistant principals, showing him having sexual relations with a 
cartoon character.  The Court in this case found that the school could not discipline the student 
for his out-of-school speech because the evidence did not show material and substantial 
disruption of the work or discipline of the school.  While the Court conceded that the student's 
words may very well have defamed the assistant principal, the Court held that the First 
Amendment does not permit the school district to justify its discipline of students engaged in 
otherwise protected speech because the content defames a person whose interests are identical to 
the interests of the school district. 
 

4. Killion v. Franklin Regional School District, 136 F. Supp 2d 446 (W.D. Pa. 
2001).  A member of the track team created a "top ten" list about the school's athletic director on 
his computer at home calling him fat, attacking his masculinity, and mocking the size of his 
genitals.  The list was compiled at home and sent to some friends via e-mail.  The student never 
distributed the list either electronically or in print at school, but the list nevertheless made its way 
onto school grounds.  When confronted about the list, the student admitted responsibility for 
creating the list.  The student was suspended for creating the list because it contained offensive 
remarks about a school official, was found on school grounds, and he admitted to its creation.   
 

A federal court ruled that the school district violated the student's free speech rights by 
disciplining him for speech where there was no evidence that the speech actually disrupted or 
was likely to disrupt the school's educational mission.  No evidence was presented demonstrating 
that the teachers were unable to teach because of the list.  Additionally, the list had been on 
school grounds for several days prior to the administration discovering its existence.  Finally, one 
week passed after the administration found out before they took any disciplinary action.  The 
school offered justification based on the student’s prior history and the possible threat of 
disruption: he had created and brought similar lists to the school in the past and had been told not 
to do so.  However, the court stated that there was no evidence of a substantial disruption 
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stemming from the student’s past behavior, so there was no viable threat of disruption present.  
The court also said that antics such as those present in this case cannot, without more, impair a 
teacher’s ability to teach.   
 

In addition, the court stated that, in the absence of exceptional circumstances, the school 
could not discipline a student for lewd, vulgar or profane speech that occurs off-school grounds 
and found that its attempt to do so was constitutionally overbroad: “Given the out of school 
creation of the list, absent evidence that Paul was responsible for bringing the list on school 
grounds, and absent disruption . . . we hold . . . that defendants could not, without violating the 
First Amendment, suspend Paul for the mere creation of the Bozutto Top Ten list.”  136 F. Supp 
2d at 458.  The court found that the rule was overbroad because there were no geographical 
limitations in the rule, and it was not limited to substantial disruption or interference of school 
operations.  Finally, the court stated that the rule was void for vagueness because there was no 
definition of “abuse” present.  The rule was devoid of any detail that would inform a student of 
the nature of prohibited conduct. 
 

5. Emmett v. Kent School District, 92 F. Supp.2d 1088 (W.D. Wash. 2000).  A high 
school student created a website from his home “without using school resources or time.”  The 
webpage was entitled the “Unofficial Kentlake High Home Page.”  There was also a disclaimer 
that it was not sponsored by the school.  The webpage included  mock obituaries, and visitors to 
the site were invited to vote to decide who would die next.  The mock obituaries stemmed from 
an English class assignment and were a joke amongst the students.  However, the website was 
sensationalized in the local press, and the student was first placed on emergency expulsion for 
intimidation, harassment, disruption to the educational process, and violation of the school’s 
copyright.  This punishment was later modified to a five day suspension.   
 

The Washington court found a violation of the student’s free speech rights based on the 
school district’s punishment of him for the content of his personal website.  There was no 
evidence that the website was intended to threaten or did threaten others, or that it manifested 
violent tendencies in the student.  The Court stated: “[a]lthough the intended audience was 
undoubtedly connected to Kentlake High School, the speech was entirely outside of the school's 
supervision or control."  92 F.Supp.2d at 1090. 
 

6. Coy v. Board of Education of North Canton City Schools, 205 F.Supp. 791 
(N.D.Ohio 2002).  A high school student created a website on his home computer outside of 
school hours which included pictures of three middle school students with insulting statements 
written under each of the pictures.  It was entitled the “losers section.”  While there were 
insulting sentences about each boy, there was no obscene material posted.  One boy was 
described as being sexually aroused by his mother.  The student was at first suspended for four 
days. This punishment was subsequently increased to an eighty day expulsion.   
 

The student and his parents challenged the disciplinary action as a violation of the 
student’s First Amendment rights.  While the website was accessed on school grounds, it was 
created at the student’s home.  Since he did not try to show the webpage to other students at 
school, there was no disruption created at school.  While the information on the website was 
crude, it was not sexually explicit like the speech in Fraser.   
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The student also asserted that one or more of the applicable disciplinary policies were 
unconstitutionally overbroad and vague.  The Court found that all three of the rules the student 
was disciplined under could reach a substantial amount of protected speech, so the school 
district’s motion for summary on those claims was not granted.  The Court then denied the 
school district’s motion for summary judgment on two of the student’s claims and sustained the 
student’s motion for summary judgment that one of the policies (a catch-all provision) was 
impermissibly vague because there was no indication of what actions or behavior could lead to 
disciplinary action from the school.  Finally, the Court ruled that there was no evidence that there 
was a chilling of First Amendment rights, and it rejected that claim. 
 

7. Flaherty v. Keystone Oaks School District, 247 F.Supp.2d 698 (W.D.Pa. 2003).  
A high school student posted four messages on a website message board, three from his parents’ 
home computer and one from school.  The messages pertained to an upcoming volleyball game 
with a rival school, and in the messages the student criticized or mocked the opposing team and a 
teacher from the rival school.  The student was disciplined for his communications and sued the 
school district asserting that the policies under which he was disciplined were unconstitutionally 
vague and overbroad.   
 

The school attempted to shift the Court’s attention away from the handbook (under which 
they disciplined the student) and focus it towards the Board Policies to demonstrate that students 
still enjoyed freedom of expression.  However, the Court said that the handbook did not link the 
discipline to any substantial disruption and lacked any geographical limitation, and, therefore , it 
was unconstitutionally overbroad.  The Court also held that the rules were vague.  No definitions 
were provided for words like “offend,” “abuse,” “harassment,” or “inappropriate.”  There was no 
way for a student to know what would violate the rule and lead to discipline.  Because the rules 
were both vague and overboard, the Court declined to enforce them and overturned the 
disciplinary action taken against the student.  
 

8. Layshock v. Hermitage Sch. Dist., No. 07-4465, slip op. at 4 (3rd Cir. 2011) 
(opinion filed but not yet published). Note:  This case and J.S. v. Blue Mountain, discussed 
below, were decided on the same day in the Third Circuit.  The two appellate panels reached 
opposite conclusions in their opinions, and both decisions were vacated and scheduled for 
rehearing en banc.  The subsequent opinions were both released on June 13, 2011. 

 
Layshock, a senior student, used a computer at his grandmother’s home during non-

school hours and created a parody of the high school principal on Myspace.com.  The website 
included a photograph of the principal, and the parody depicted the principal as gay and as a 
drunk.  It also contained allegations that he was a steroid-user, used a number of other drugs, and 
was transgender.  The student entered the school district’s website to obtain the photo that he 
used.  The student admitted to the administration that he had created the page.  He was then 
punished with a ten-day suspension, placed in the Alternative Education Program, banned from 
all extracurricular activities, and prohibited from participating in graduation. 

 
Layshock filed suit contending that the District’s policies were overly broad and vague, 

and that his punishment constituted a violation of his First Amendment rights and his Fourteenth 
Amendment right to due process. The court granted summary judgment to the student on his 
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First Amendment claim but denied summary judgment to his parents on their substantive due 
process claim.  The Court found that there was not a sufficient nexus between the parody 
webpage and the school district to establish foreseeable and substantial disruption of the school.  
Since the website was not created on school grounds and did not result in disruption of school 
operations, any punishment of the student for creating the webpage would be reaching too far 
outside the schoolhouse gates.   

 
At the rehearing, the school district conceded that Layshock’s speech did not 

substantially disrupt the school environment.  Instead the district argued that there was no need 
for proof of substantial disruption because the speech was lewd and the district could punish it 
for that reason.  As a result, the Court of Appeals did not decide whether Tinker is applicable to 
off-grounds conduct.  Instead, the Court decided that Layshock’s copying of the principal’s 
photograph from the school district’s website did not constitute entering the school and that the 
school district was not empowered to punish this out-of-school conduct.   

 
The concurring opinion directly addressed the issue of the applicability of Tinker to off-

campus expressive conduct.  The two concurring judges noted that the issue was one of “high 
importance”, and they concluded that Tinker did apply to off-campus speech.  The concurrence 
noted the elusive limitation that flows from the demarcation of a property line, and the judges 
wisely observed: “With the tools of modern technology, a student could, with malice 
aforethought, engineer egregiously disruptive events and, if the trouble-maker were savvy 
enough to tweet the organizing communications from his or her cellphone while standing one 
foot outside the school property, the school administrators might succeed in heading off the 
actual disruption in the building but would be left powerless to discipline the student.”  Slip op. 
at 40.  Since there was no showing of disruption in this case, the concurring judges stated that 
they would apply Tinker but reach the same ultimate conclusion.  

  
9. J.S. v. Blue Mountain Sch. Dist., No. 08-4138, slip op. at 2 (3rd Cir. 2011).  Note:  

This case and Layshock v. Hermitage, discussed above, were decided on the same day in the 
third circuit.  The two appellate panels reached opposite conclusions in their opinions, and both 
decisions were vacated and scheduled for rehearing en banc.  The subsequent opinions were both 
released on June 13, 2011. 

  
J.S. and a fellow middle school student created a fake MySpace profile for their principal, 

naming him as a bisexual and pedophile.  They also made derogatory statements about his wife 
and child.  The picture for the page was acquired from the school’s website.  There was no 
indication that J.S. and her classmate actually believed their allegations to be true. The fake 
profile was viewed by many students of the school, some of whom eventually told the principal.  
Because the students were not able to access the page while actually at the school, it had to be 
viewed at an off-campus location.   

 
The principal suspended J.S. for ten days. J.S. then sued the District claiming that her 

First Amendment rights were violated by the two-week suspension because the profile was non-
threatening, non-obscene, and a parody.  The disruption that occurred consisted of teachers 
having to quiet their classes twice, two students decorating J.S.’s locker when she returned from 
suspension and a general lack of discipline amongst the eighth graders after the two students 
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were disciplined.  The district court determined that the profile created at home did not 
substantially and materially disrupt school operations because there were not enough actual 
events that took place at the school.  However, the Court also found that, “because the lewd and 
vulgar off-campus speech had an effect on-campus”, the District acted properly when it 
disciplined J.S. and did not violate her constitutional rights in doing so. 

 
Upon rehearing, the school district did not challenge the finding that there was not a 

material and substantial disruption at the school.  The opinion also noted that there was no 
reasonable forecast of future disruption because the website was considered to be so outrageous 
that it could not be taken seriously.  The court next considered and rejected the argument that 
Fraser legitimizes the disciplinary action because the student’s speech was lewd.  This argument 
failed because the Court determined that Fraser could only be used to regulate in-school 
conduct, not out-of-school conduct.  The Court found that to apply the Fraser standard on the 
facts of this case would allow the school officials to “punish any speech by a student that takes 
place anywhere, at any time, as long as it is about the school or a school official, and is deemed 
“offensive” by the prevailing authority”.  (Slip op. at 24).  In harmony with its decision in 
Layshock, the court decided in favor of J.S. on her free speech claim.   

 
The parents also made a Fourteenth Amendment claim with regard to their liberty interest 

in disciplining their own child.  The court granted summary judgment on this claim because the 
parents’ ability to discipline was not disrupted by the school’s actions.   

 
Finally, the court rejected J.S.’s claim that the disciplinary rules under which she was 

punished were unconstitutionally vague and overbroad.  The rules were limited to conduct which 
occurred at school.  As written, the Court found that the rules were not vague. The challenge 
brought by J.S. pertained to the interpretation of the rules, not their content, and that challenge 
failed.   

 
The concurrence in this case stated that Tinker should never be applied to off-grounds 

speech because it could be argued that a substantial disruption was caused by almost any kind of 
speech, even the most protected.  Six judges dissented and stated their belief that Tinker should 
be used to govern the conduct.  The dissenters concentrated on the lewdness of the speech, the 
fact that as school official was the target of the speech, and the fact that the photograph used on 
the website had been obtained from the school district’s website.  The dissent argued that these 
three factors created a reasonably foreseeable threat of a material and substantial disruption.   

 
10. R.C. v. Beverly Hills Unified School District, 711 F. Supp. 2d 1094 (C.D.Cal. 

2010).   A high school student used her home computer to create a YouTube video.  The video 
referred to another student as “spoiled”, “slut” and “the ugliest piece of s___ I’ve ever seen in 
my whole life.”  Again from her home, the student posted the video to the internet and told the 
victim and other students about the video, but the video was only viewed on campus when it 
came to the attention of school district administrators as part of their investigation.  The student 
about whom the video was made was very upset, and she and her mother brought it to the 
attention of school officials the next day.  It was only then that the administrators accessed the 
video on school grounds.   
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The student was suspended for two days and sued for violation of her First Amendment 
rights.  To establish substantial disruption, the Court said that there needs to be more than 
students simply talking about the incident.  There must be some actual disruption to the learning 
environment.  In reality, the administrators were punishing the student for forcing them to do 
their job (dealing with upset parents and counseling their students).  Additionally, the fear that 
students would gossip and pass notes in class about the issue was not the equivalent of a real risk 
of future substantial disruption.  Likewise, the fear that violence would break out over the video 
was far too speculative in this case.  The Court found a violation of the First Amendment and 
stated: “This court does not wish to see school administrators become censors of students’ 
speech at all times, in all places, and under all circumstances. . . . Such broad authority would 
clearly intrude upon the rights of parents to ‘direct the rearing of their children’.”  For all of these 
reasons, the Court found a violation of the student’s constitutional rights. 
 
B. Cases Upholding the District’s Right to Regulate 
 

1. J.S. v. Bethlehem Area School District, 807 A.2d 847 (PA 2002).  J.S., an eighth 
grade student, created a website at home using his own computer that posted “derogatory, 
profane, offensive and threatening comments” about his algebra teacher and the school’s 
principal.  On one web page, J.S. posted a request for donations to help pay a hitman to kill his 
algebra teacher.  He also included a video that compared the teacher to Hitler.  These threats led 
to a serious disruption of the educational process, as the teacher who most of the threats were 
directed at experienced serious mental stress and anxiety, requiring her to take medical leave for 
the following school year, and the entire school community suffered from the aftershocks of the 
circulation of this website.  In addition to the personal and medical problems suffered by the 
teacher as a result of the website, the school had to hire three different substitute teachers to 
finish out the year and cover her classes.  The effect on the school’s community was described as 
akin to the death of a student. 

 
The school took no immediate action against J.S., other than to ask him to remove the 

site, and he did so. No referral for psychological evaluation was made.  At the end of the school 
year, the District sent a letter to J.S. and his parents suspending him because of the incident, and 
after a hearing, decided to begin expulsion proceedings against J.S.  As his family moved him to 
an out-of-state school, he was unable to attend the expulsion hearing at which the District voted 
to expel him.  J.S. appealed his case, and it eventually reached the Pennsylvania Supreme Court.   

 
After considering the totality of the evidence, the court concluded that the website and its 

content did not contain “true threats.”   The court considered the website to be a “crude, highly 
offensive and perhaps misguided attempt at humor or parody… [but] did not reflect a 
serious…intent to inflict harm.”  Furthermore, the District’s failure to take immediate action 
undermined their argument that J.S. posed a “true threat.”   

 
However, the court found that, although the website had been created off school grounds, 

it had been accessed at school by J.S. and was aimed at the specific school and/or its personnel, 
and should therefore be considered on-campus speech.  In light of the significant adverse impact 
on the school community, the court found that the District had shown that the website created an 
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“actual and substantial interference with the work of the school” so as to satisfy Tinker.  As such, 
J.S.’s expulsion was not a violation of his First Amendment rights.  

 
2. Wisniewski v. Board of Educ. of Weedsport Cent. Sch. Dist., 494 F.3d 34 (2d Cir. 

2007), cert. den. 128 S.Ct. 1741 (2008).  Wisniewski’s instant messenger icon on his home 
computer featured the image of a gun shooting a person in the head and bearing the caption “Kill 
Mr. VanderMolen,” Wisniewski’s high school English teacher.  The icon was shared with 
approximately fifteen of Wisniewski’s classmates via chats on instant messenger.   

 
Wisniewski appealed from a decision by the Board suspending him for a semester for 

making a threat on the internet to kill one of his teachers.  He claimed that the Board’s decision 
violated his First Amendment rights.  Based on the context, the court dismissed Wisniewski’s 
First Amendment claims, finding that: (1) intent or ability to carry out a threat is not relevant, (2) 
although the conduct took place off school grounds, the threat was directed at a teacher at the 
school, and the icon was circulated among Wisniewski’s classmates for three weeks, and (3) the 
icon caused a substantial disturbance at the school.  The Court also stated that, in this case, it was 
reasonably foreseeable that the conduct would come to the attention of the authorities and that 
the effect would be a substantial disruption to the work and discipline of the school. 

 
3. Doniger v. Niehoff, 527 F.3d 41 (2d Cir. 2008).  A student who was a class officer 

posted multiple messages on her publicly accessible blog in which she criticized the decisions of 
school administrators relating to a music program called the Jamfest.  In her blog, she told 
readers that “jamfest is cancelled due to douchebags in central office.”  In a later message, she 
copied into her blog a letter of concern that her mother had sent to the school and suggested that 
it could be used “to get an idea of what to write if you want to write something or call to piss her 
off”.  The “her” referred to in the blog posting was the superintendent.  The administration was 
upset because, among other things, the blog posts contained false information about the event. 
The school had not yet cancelled the event, but instead has agreed to move it to another date.   

 
School district administrators then disciplined the student by denying her the opportunity 

to run for a senior class officer position.  The Court rejected the student’s First Amendment 
claims finding that it was reasonably foreseeable that her speech would reach school property 
and have disruptive consequences because: (1) the blog post directly pertained to an event at 
school, (2) the post invited students to read and respond to it, (3) students did in fact respond to 
the post, and (4) administrators became aware of the post.  Additionally, the ability to run for 
student government is a privilege, not a right, so the student was not deprived of an interest 
entitled to constitutional protection. 
  
V. Suggestions 
 
 While there is no single response to cyberbullying that is likely to be effective, there are 
at least three things that every school district can do: (1) adopt a carefully drafted anti-bullying 
policy and complaint procedure which complies with the constitutional restrictions arising from 
the First, Fourth, and Fourteenth Amendments, (2) adopt a comprehensive electronic device 
policy which includes appropriate sanctions (such as a loss of user privileges for an escalating 
period of time based upon the severity of the infraction) for offending communications 
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regardless of when or where they occur, provided the communication involves a student, (3) 
develop and provide training to students for electronic communication etiquette, legal standards 
(e.g. sexting laws), and defensive tactics, (4) consider the creation of a school-based peer 
mediation program (using the standards proposed by the Association for Conflict Resolution (see 
Association for Conflict Resolution, Education Section. 2007.  Recommended Standards for 
School-Based Peer Mediation Programs 2007.  Washington, D.C. Association for Conflict 
Resolution.  www.acrnet.org)) or a similar program focused on student-based problem solving, 
and (5) review the eleven recommendations contained in Chapter VII of the joint publication 
produced by the United States Secret Service and the United States Department of Education: 
“Threat Assessment in Schools: A Guide to Managing Threatening Situations and to 
Creating Safe School Climates www.ed.gov/offices/OESE/SDFS” 
 
 


